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(54) Title: SOFTWARE WATERMARKING TECHNIQUES 
(57) Abstract 



A method of watermarking a software object 
whereby a watermark is stored in the state of the 
software object as it is being run with a particular 
input sequence. Further disclosed is a method of 
watemarking software including the steps of: em- 
bedding a watermark in a static string; and applying 
an obfuscation technique whereby this static string 
is converted into executable code. Also disclosed 
is a method of verifying the integrity or origin of a 
program comprising embedding a watermark in the 
state of a program as the program is being run with a 
particular input sequence building a recognizer con- 
currently with the input and watermark wherein the 
recognizer is adapted to extract the watermark graph 
from other dynamic structures on the heap or stack 
wherein the recognizer is kept separately from die 
program; wherein it is adapted to check for a number 
n, n, in a preferred embodiment, being the product of 
two primes and wherein n is embedded in the topol- 
ogy of the watermark. Further disclosed is a method 
of watermarking software wherein the watermark is 
chosen from a class of graphs wherein each member 
has one or more properties, such as planarity, said 
property being capable of being tested by integrity 
testing software. 
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SOFTWARE WATERMARKING TECHNIQUES 



FIELD OF THE INVENTION 

The present invention relates to methods for protecting software against theft, 
5 establishing/proving ownership of software and validating software. More particularly, 
although not exclusively, the present invention provides for methods for 
watermarking what will be generically refen^d to as software objects. In this context, 
software objects may be understood to include programs and certain types of media. 

10 BACKGROUND TO THE INVENTION 

Watermarking is the process of embedding a secret message, the watermark, into a 
cover or overt message. For example, in media watemiarking, the secret is 
commonly a copyright notice and the cover is a digital image, video or audio 
recording. Fingerprinting is a method whereby each individual software application 

15 incorporates a, potentially, unique, watennark which allows that particular example of 
the software to be identified. Fingerprinting may be viewed as a multiple use of 
watermarking techniques. 

The watennark is constructed to make it difficult to remove the watermark without 
20 damaging the software object in which it is embedded. Such watermarks may only 
be removed safely by someone (or some process) in possession of one or more 
secrets that were employed while constructing the watermark. 

Watermarking a software object (hereafter referred to as an object) discourages 
25 intellectual property theft. A further application is that watermarking an object can be 
used to establish and/or prove evidence of ownership of an object. Fingerprinting is 
similar to watermarking except a different watermark is embedded in every cover 
message thus providing a unique fingerprint for every object. Watemnarking is 
therefore a subset of fingerprinting and the latter may be used to detect not only the 
30 fact that a theft has occurred, but may also allow identification of the particular object 
and thus establish an audit trail which can be used to reveal the infringer of 
copyright. 

In the context of prior art watermark techniques, the following scenario serves to 
35 illustrate the ways in which a watermarked object may be vulnerable to attack. With 
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reference to figure 1, suppose that A watermarks an object O with a watermark \N 
and key K. If the object O is sold to B and B wishes to (illegally) on-sell 0 to C, there 
are various types of attack to which 0 may be vulnerable. 

5 Detection: initially B must try and detect the presence of the watermark in 0. If there 
is no watennark, no further action is necessary. 

Locate and remove: once B has detennined that 0 canies a watermark, B may try to 
locate and remove IV without othenA/ise harming the rest of the contents of O. 

10 

Distort: if some degradation in quality of 0 is acceptable, B may distort it sufficiently 
so that it becomes impossible for A to detect the presence of the watermark W in the 
object O. 

IS Add: altematively, if removing the watermark IV is too difficult, or distorting the object 
0 is not acceptable, B might simply add his own watennark W (or several such 
marks) to the object 0. This way, A's mark becomes just one of many. 

It is considered that most media watennarking schemes are vulnerable to attack by 
20 distortion. For example, image transfbmns such as cropping and lossy compression 
will distort the image suffidently to render many watermarks unrecoverable. 

To the knowledge of the applicants there exists no effective watermarking scheme 
which is capable of use with or appropriate for software. It would be a significant 
25 advantage to be able to apply watennarking techniques to software in view of the 
widespread occurrence of software piracy. It is estimated at software piracy costs 
approximately 15 billion dollars per year. Thus the problem of software security and 
protection is of significant commercial importance. 

30 One simple way, known in the prior art, of embedding a watennark in a piece of 
software is simply to include it in the initialized static data section of the object code. 
In a similar, yet more complex manner, watennarks are often encoded in what is 
known as an "Easter egg". This is a piece of code, which is activated for a highly 
unusual or seldom encountered input to the particular application, which displays a 
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watermark image, plays a watermark sound, or, in some way, alerts the user that the . 
watennark cbde has been activated. 



Thus, it is an object of the present invention to provide methods for watenmarking 
5 software objects which overcomes the limitations inherent in prior art watemnarking 
techniques and allows for non-media objects to be watermarked effectively. It is a 
further object of the present invention to provide methods for watennarking software 
objects which are resistant to the aforementioned techniques for attacking watermark 
objects or to at least provide the public with a useful choice. 

10 

DISCLOSURE OF THE INVENTION 

In one aspect, the invention provides for a method of watermarking a software 
object whereby a watermark is stored in the state of the software object as it is being 
run with a particular input sequence. 

15 

The software object may be a program or piece of program. 

The state of the software object may correspond to the current values held in the 
stack, heap, global variables, registers, program counter and the like. 

20 

in a prefered embodiment, the watennark may be stored in an object's execution 
state whereby a (possibly empty) input sequence / is constructed which, when fed to 
an application of which the object is a part, will make the object O enter a state which 
represents the watennark, the representation being validated or checked by 
25 examining the dynamically allocated data stnictures of the object O. 

In an alternative embodiment, the watennark could be embedded in the execution 
trace of the object O whereby, as a special input / is fed to O, the address/operator 
trace is monitored and, based on a property of the trace, a watermark is extracted. 

30 

In a preferred embodiment, the watermark is embedded in the state of the program 
as it is being run with a particular input sequence Mp.. 1^, 

The watermark may be embedded in the topology of a dynamically built graph 
35 structure. 
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The graph structure (or watermark graph) corresponds to a representation of the 
data structure of the program and may be viewed as a set of nodes together with a 
set of vertices. 

5 

The method may further comprise building a recognizer R concun^ntly with the 
input / and watemiark W. 

Preferably f? is a function adapted to identify and extract the watermark graph from 
10 all other dynamically allocated data structures. 

In an alternative, less preferred embodiment, the watermark W may incorporate a 
marker that will allow R to recognize it easily. 

15 In a preferred embodiment, R is retained separately from the program whereby R is 
dynamically linked with the program when it is checked for the existence of a 
watemiark. 

Preferably the application of which the object fomns a part is obfuscated or 
20 incorporates tamper-proofing code. 

In a prefenred embodiment, R extracts a value n from the topology of the graph 
comprising the watermark W, 

25 The watermark W has a signature property s where s(W) evaluates to "true" if the 
watermark W is recognisable wherein the recogniser R tests a presumed watermark 
W by evaluating the signature property s(W). 

3d In a prefen^d embodiment, the method includes the creation of a number n which 
may be embedded in the topology of a watermark graph, wherein the signature 
property s(W) is a function of a number n so embedded. 

In a preferred embodiment, the signature property s(W) is "true" if and only if the 
35 number n is the product of two primes. 
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The invention further provides for a method of verifying the integrity or origin of a 
program comprising: 

embedding a watermark \N in the state of a program as the program is being , run 
s with a particular input sequence /; 

building a recognizer R concunnently with the input / and watermaric lA^ wherein the 
recognizer is adapted to extract the watermaric graph from other dynamically 
allocated data structures wherein R is kept separately from the program; wherein R 
is adapted to check for a number n, n, in a preferred embodiment, being the product 
10 of two primes and wherein n is embedded in the topology of l/V. 

Other properties of lA^may be used to compute the signature. 

The number n may be derived from any combination of numbers depending on the 
15 context and application. 

Preferably the program or code is further adapted to be resistant to tampering, 
preferably by means of obfuscation or by adding tamper-proofing code. 

20 Preferably the watermarks \N are chosen from a class of graphs G wherein each 
member of G has one or more properties, such as planarity, said property being 
- capable of being tested by integrity-testing software. 

In an alternative embodiment, the watenmark may be rendered tamperproof to 
25 certain transfonnations, such as attacks, by expanding each node of the watermartc 
graph into a /-cycle, where 7 may be any number, in a prefemed embodiment, a small 
number from 1 to 5. 

In a broad aspect, the recognizer R checks for the effect of the watermaridng code 
30 on the execution state of the application thereby preserving the ability to recognize 
the watermaric in cases where semantics-preserving transformations have been 
applied to the application. 

In a further aspect, the invention provides for a method of watennartcing software 
35 including the steps of: 
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embedding a watermark in a static string, then applying an obfuscation 
technique whereby this static string is converted into executable code. 

The executable code is called whenever the static string is required by the program. 

5 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will now be described by way of example only and with 
10 reference to the figures in which: 

Figure 1: illustrates methods of adding a watenmark to an object and attacking 
the integrity of such a watemnark; 

15 Figure 2: illustrates methods of embedding a watermark in a program; 

Figure 3: illustrates an example of a function used to embed a watermaric within 
a static string; 

20 Figure 4: illustrates insertion of a bogus predicate into a program; 
Figure 5: illustrates splitting variables; 
Figure 6: illustrates merging variables; 

25 

Figure 7: illustrates the conversion of a code section into a different virtual 
machine code; 

Figures: illustrates an example of a method of the watermari<ing scheme 
30 according to the present invention; 



Figure 9: 



illustrates a possible encoding method for embedding a number in the 
topology of a graph; 
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Figure 10: illustrates another possible embodiment for embedding a number in 
the topology of a graph; 

Figure 1 1 ; illustrates a marker in a graph; 

5 

Figure 1 2: illustrates examples of obfuscating transformations; 

Figure 1 3: illustrates examples of tamperproofing Java code; 

10 Figure 14: illustrates enumeration encoding in a planted plane cubic tree on 2m = 
8 nodes; and 



Figure 15: illustrates tamperproofing against node-splitting. 

15 Referring to Figure 1(b) a way is shown by which Bob can circumvent a 
watermarking scheme by distorting the protected object. If the distortion is at *>st 
the right level", O will still be usable by Bob, but Chartes will be unable to extract the 
watermark. In Figure 1(9), the distortion is so severe that O is no longer functional, 
so Bob will not be able to use it. nor is he able to on-sell it. 

20 

In the present context, tamperproofing is applied in order to prevent an adversary 
from removing the watermark and to provide assurance to the software end-user that 
the software object hasn't been tampered with. Thus the 'integrity' of the program 
may be verified. The primary aim of the present invention is to allow accurate 
25 assertion of ownership of a software object with a secondary purpose being to 
ensure the integrity of the object. 
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It has been shown that there are transfonnations, called obfuscating transformations, 
that will destroy almost any kind of program structure while preserving the semantics 
(operational behaviour) of the program. Other semantics preserving transfonnations. 
such as optimising transfonnations known from the prior art can be used to similar 
5 effect. As a consequence, any software watermarking technique must be evaluated 
with respect to its resilience to attack from automatic application of semantics 
preserving transfonnations, such as obfuscation. The following discussion will sun/ey 
obfuscating transfonnations that can be used to destroy software watemriarks. 

10 In Figure 2a a watermark is embedded within a static string. There are several ways 
of rendering watermarks unrecogisable. the most effective perhaps by converting 
static strings into a program that produces the data. As an example, consider the 
function G in Figure 3. This function was constmcted to obfuscate the strings "AAA", 
"BAAAA", and "CCB". The values produced by G are G(1)="AAA", G(2)="BAAAA", 

15 G{3)=G(5)="CCB", and G(4)="XCB". 

In Figure 2b Alice embeds a watermark within the program code itself. There are 
numerous ways to attack such code. Figure 4, for example, shows how it is possible 
to insert bogus predicates into a program. These predicates are called opaque since 
20 their outcome is known at obfuscation time, but difficult to deduce othenwise. Highly 
resilient opaque predicates can be constructed using hard static analysis problems 
such as aliasing. 

In Figure 2c a watennark is embedded within the state (global, heap, and stack data, 
25 etc.) of the program as it is being run witii a particular input /. Different obfuscation 
techniques can be employed to destroy this state, depending on the type of the data. 
For example, one variable can be split into several variables (Figure 5) or several 
variables can be merged into one (Figure 6). 

30 In Figure 2d a watermark is embedded within the trace (either instructions or 
addresses, or botii) of the program as it is being run with a special input sequence / 
= /a, ... /fc. In an alternative embodiment, a watennari< may be embedded within a 
series of execution traces, said series of traces being generated as the program is 
run on a special input. This special input is comprised of a series of one or more 

35 input sequences, where each input sequence is generated by a specific process 
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which may incorporate a random or pseudorandom number generator. Execution 
traces have many properties that may be observed by a watermark recogniser R 
One example of such a property is "if the program passes point P1 in O, then there's 
a 32% chance that it will also pass point P2". Another example of such a property is 

5 the frequency at which some specific basic operation, such as addition, is performed. 
A specific collection of (one or more) such execution-trace properties is the 
watermark \N. The signature property for this IV is that all the property values 
are within some predefined tolerance. For example, we might require that our 
sample property P1-P2 have a value between 30% and 34% on a randomly- 

10 generated series of 10000 inputs (note that we would not expect to observe an 
"exact match" to our 32% estimated mean-value for this property P1-P2. because 
each randomly-generated series of inputs would give us a somewhat different 
measurement for this property value). 

15 Many of the same transformations that can be used to obfuscate code will also 
obfuscate an instruction trace. Figure 7 shows another, more potent, transformation. 
The idea is to convert a section of code (Java bytecode in our case) into a different 
virtual machine code. The new code is then executed by a virtual machine interpreter 
included with the obfuscated application. The execution trace of the new virtual 

20 machine running the obfuscated program will be completely different from that of the 
original program. In Figure 2e, a watermark is embedded in an Easter Egg. Unless 
the code is obfuscated, Easter Eggs may be found by straightfonward techniques 
such as decompilation and disassembly. 

25 In this section, techniques for embedding software watennarks in dynamic data 
structures are discussed. The inventors view these techniques as the most 
promising for withstanding de-watemiarking attacks by obfuscation. 

The basic structure of the proposed watermarking technique is outlined In Figure 8. 
30 The method is as follows: 

1 . The watennark \N \% embedded, not in the static structure of the program, its 
code (Unix text segment), its static data (Unix initialised data segment), or its 
type infomnation (Unix symbol segment or Java*s Constant Pool), but rather in 
35 the state of the program as it is being run with a particular input sequence / 
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(of length k) whose elements are / = 1^, l^... Of course k may be 0, in which 
case there is no input and the input sequence is empty. 



10 



More spedfically, the watermark is emisedded in the topology of a 
dynamically built graph structure. It is believed that obfuscating the topology 
of a graph is fundamentally more difficult than obfuscating other types of 
data. Moreover, it is anticipated that tamperproofing such a structure should 
be easier than tamperproofing code or static data. This is particularly true of 
languages like Java, where a program has no direct access to its own code. 



3. A Recogniser R is built along with the input / and watemiark W. R \s a 
function that is able to identify and extract the watemiark graph from among 
all other dynamic allocated data structures. Since, in general, sub-graph 
isomorphism is a difficult problem, it is possible that lA^will have some special 

15 marker that will allow R to recognise W easily. Alternatively, W may be 

formed immediately after input 1^ is processed, i.e. markers may not be 
necessary. Markers are considered 'unstealth/ for the following reason. If a 
marker is easily recognisable by a recogniser. an adversary might discover it 
- perhaps by way of a collusive attack on a collection of fingerprinted objects. 

20 The use of markers can be avoided by exploiting the recogniser's knowledge 

of the secret input sequence in the following way: the watemiark will be 
completed immediately after the k**^ input (IJ of this sequence is presented to 
the program. The recogniser knows the value of "k" and therefore is able to 
look for the watermark graph effectively, by examining the nodes that were 

25 allocated or modified during the processing of /«. In contrast, the adversary 

would be unaware of the length of this sequence and would therefore have to 
"guess' a value of "k" as well as the values (l^, Iz... 10 in the input sequence I. 
before looking for the watermark. 



30 4. An important aspect of the proposed technique is that R is not distributed 
along with the rest of the program. If it were, a potential adversary could 
identify and decompile it. and discover the relevant property of W, R is 
employed only when we check for the watermark. R may be an extension of 
the program comprised of self-monitoring code, or it may be an adjunct to a 

35 debugger or some other external means for examining the dynamic state of 
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the program. R may be linked in dynamically with the program when we 
check for the watermark. Other mechanisms are envisaged by which the 
recogniser R may observe the state of the object O. 

5 5. It is required that some signature property $(W) of W be highly resilient to 
tampering. This can be achieved, for example, by obfuscation or by adding 
tamperproofing code to the application. 

6. In Figure 8 it is assumed that the signature that R checks for is a number n, 
10 which has been embedded in the topology of W. n is the product of two large 

primes P and Q. To prove the legal origin of the program, we link in R. run 
the resulting program with / as input, and show that we can factor the number 
that R produces. Altematively, s(W) can be based on hard computational 
problems other than factorisation of large integers. 

15 

The above issues will now be discussed in more detail. The first problem to be 
solved is how to embed a number in the topology of a graph. There are a number of 
ways of doing this, and. in fact, a watennartdng tool should have a library of many 
such techniques to choose from. Figure 9 illustrates one possible encoding. The 

20 structure is basically a linked list with an extra pointer field which encodes a base-6 
digit. A null-pointer encodes a 0, a self-pointer a 0, a pointer to the next node 
encodes a 1 , etc, A further example is shown in figure 14 whereby the watennark W 
is chosen from a class of graphs 6 wherein each member of G has one or more 
properties (in figure 14 - planarity) that may be tested by integrity-checking software. 

25 The integrity checking software may be incorporated into the program during the 
watemnarking process. 



In the previous paragraph, it was shown how an integer n could be encoded in the 
topology of a graph. The encoding is resilient to tampering, as long as the 
30 recogniser R is able to correctly identify the nodes containing the two pointer fields in 
which we have encoded n. We now describe another encoding showing that a 
recogniser R can evaluate n if it can identify only a single pointer field per node. 



35 



Using a single pointer per node, we can constnjct a watermark W in the form of a 
parent-pointer tree. The parent-pointer tree W \s a representation of a graph G 



wo 99/64973 PCT/NZ99/00081 

12 

known as an oriented tree enumerable by the techniques described in Knuth, Vol I • 
3"^ Edition, Section 2.3.4.4. 

The number of oriented trees with m nodes is asymptotically = c(1/a)'^Vn^ + 
5 0((1/af /n^) for c - 0.44 and 1/a - 2.956. Thus we can encode an ariDitrary 1000- 
bit integer n in a graphic watermark W with lOOO/logz Z956 - 640 nodes. 

We construct an index n for any enumerable graph in the usual way, that is, by 
ordering the operations in the enumeration. For example, we might index the trees 

10 with m nodes in "largest subtree first" order, in which case the path of length m-l 
would be assigned index 1. Indices 2 through a„,_i would be assigned to the other 
trees in which there is a single subtree connected to the root node. Indices a^-i +1 
through a^-i + a^-z would be assigned to the trees with exactly two subtrees 
connected to the root node, such that one of the subtrees has exactly m-2 nodes. 

15 The next a^-aaz = i indices would be assigned to trees with exactly two subtrees 
connected to the root node, such that one of the subtrees has exactly m-3 nodes. 
See Figure 10 for an example. 

To aid the recognition of a watermartc, the recogniser may use secret knowledge of a 
20 "signal" indicating that "the next thing that follows" is the real watennark. In a 
preferred embodiment, the secret is the input sequence /; the recogniser (but not the 
attacker) knows that the watemiark will be constructed after the input sequence / = 
li, Iz-.-lk has been processed. In an alternative, but less prefenred embodiment, the 
secret is an easily recognisable "maricei^ that may be present in the watermark 
25 graph. This is similar to the signals used between baseball coaches and their 
players. See Figure 1 1 for an example. 

One advantageous consequence of the present approach is that semantics- 
preserving transformations, such as those employed in optimising compilers and 
30 those employed by obfuscation techniques which target code and static data will 
have no effect on the dynamic structures that are being built. There are. however, 
other techniques which can obfuscate dynamic data, and which we will need to 
tamperproof against. There are three types of obfuscating transfomnations which will 
need to be protected against: 
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1. An adversary can add extra pointers to the nodes of linked structures. This 
will make it hard for R to recognise the real graph within a lot of extra bogus 
pointer fields. 

5 2. An adversary can rename and reorder the fields In the node, again making it 
hard to recognise the real watermark. 

3. Finally, an adversary can add levels of indirection, for example by splitting 
nodes into several linked parts. 

10 

These transformations are illustrated in Figure 12. It is important to note here that 
obfuscating linked stmctures has some potentially serious consequences. For 
example, splitting nodes will Increase the dynamic memory requirement of the 
program (each cell carries a certain amount of overhead for type information etc.), 
15 which could mean that a program which ran on, say, a machine with 32M of memory 
would now not run at all. Furthermore, if we assume that an adversary does not 
know in which dynamic structure our watennark is hidden, he is going to have to 
obfuscate every dynamic memory allocation in the entire program. 

20 Next will be discussed techniques for tamperproofing a dynamic watermark against 
the obfuscation attacks outlined above. 

The types of tamperproofing techniques that will be available will depend on the 
nature of the distributed object code. If the code is strongly typed and supports 

25 rieflection (as is the case with Java bytecode) we can use these reflection capabilities 
to construct the tamperproofing code. If. on the other hand, the application is shipped 
as stripped, untyped, native code (as is the case with most programs written in C, for 
example) this possibility is not open to us. Instead, we can insert code which 
manipulates the dynamically allocated structures in such a way that obfuscating 

30 them would be unsafe. 

ANSI C's address manipulation facilities and limited reflection capabilities allow for 
some trivial tamperproofing checks: 



35 include <stdlib.h> 
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include <stddef.h> 
struct s int a; int b;; 
void main () 

if {offsetof(struct s, a) > 
5 offsetof(struct s, b)) die(); 

if (sizeof(stmct s) != 8) die(); 

} 

These tests will cause the program to terminate if the fields of the structure are 
10 reordered, or the structure is split or augmented. 

Figure 13 (a) shows how Java's reflection package allows us to perfonm 

similar tamperproofing checks. Note that this example code is not completely 

general, 

IS since Java does not specify the relative order of class fields. 



Figure 13 (b) shows how we can also use opaque predicates and variables to 
construct code which appears to (but in fact, does not) perform unsafe" operations 
on graph nodes. A de-watermarking tool will not be able to statically determine 

20 whether it is safe to apply optimising or obfuscating transformations on the code. In 
the example in Figure 13 (b), V is an opaque string variable whose value is "car", 
although this is difficult for a de-watenmari(er to work out statically. At 1 it appears as 
if some or all (unknown to the de-watennarker) field is being set to null, although this 
will never happen. The statement 2 is a redundant operation perfonning n.car = 

25 n.car, although (due to the opaque variable R whose value is always 1) this cannot in 
general be worked out statically. 

For increased obscurity, the code to build the watennark should be scattered over 
the entire application. The only restriction is that when the end of the input sequence 
30 /=/t... Ik is reached, the watermark W has been constructed. This watermark in a 
preferred embodiment, may be composed of some or all of the components W^,.., 
Wn.i that were constructed previously. Additionally, in a prefenred embodiment, some 
components Wf may be composed of some of all components constructed before Wi, 
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if (input = /,) W^ =...; 
if (input = /a) 1/1^2 = 

5 if (input = UI/v;., = ...; 
if(input = /fc)M^=...; 

In order to identify the watermark stmcture. the recogniser must be able to 
enumerate all dynamically allocated data structures. If this is not directly supported 
10 by the runtime environment (as, for example, is the case with Java), we have two 
choices. We can either rewrite the runtime system to give us the necessary 
functionality or we can provide our own memory allocator. Notice, though, that this is 
only necessary when we are attempting to recognise the watenmark. Under normal 
circumstances the application can mn on the standard mntime system. 

15 

A further technique is shown in figure 15. Here is illustrated a technique which 
applies a local transfomnation, thereby tamperproofing the watermark against an 
attack by node-splitting. Each of the nodes of the original watermaric graph is 
expanded into a 4-cycle. If an adversary splits two nodes, the underlying structure 
20 ensures that these node will fall on a cycle. At (3) the recogniser shrinks the 
biconnected components of the underiying graphs with the result that the graph is 
isomorphic to the original watermark. 

It is envisaged that local transfonnations. other than expansion of nodes into cycles, 
25 may be employed to tamperproof the watermark against specific attackes other than 
node-splitting. For example, redundant edges may be introduced into the watenmaric 
in order to render the watemnark tamperproof to specific attacks which involve the 
renaming and reordering of fields in nodes. 

30 A number of techniques are known in the prior art for hiding copyright notices in the 
object code of a program. It is the inventors' belief that such methods are not 
resilient to attack by obfuscation - an adversary can apply a series of 
transformations that will hide or obscure the watennart^ to the extent that it can no 
longer be reliably retrieved. 

35 
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The present invention indicates that the most reliable place to hide a watennark is 
within the dynamically allocated data stmctures of the program, as it is being 
executed with a particular input sequence. 

5 A further application for the watermarking technique described above may be in 
"fingerprinting" software. In this case, each individual program (i.e. every distributed 
copy of the code) is watermarked with a different watemnark. Although there is a risk 
of an adversary collusively attacking the watermark, the applicant believes that 
applying obfuscation may render it very difficult for the attacker to interpret the 

10 evidence obtained by a collusive attack. 

Where in the foregoing description reference has been made to elements or integers 
having known equivalents, then such equivalents are included as if they were 
individually set forth. 

15 

Although the invention has been described by way of example and with reference to 
particular embodiments, it is to be understood that modifications and/or 
improvements may be made without departing from the scope or spirit of the 
invention. 

20 
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5 CLAIMS: 

1 . A method of watermarking a software object whereby a watermark is stored in 
the state of the software object as it is being run with a particular input 
sequence. 

10 

2. A method as claimed in claim 1 wherein the software object may be a program 
or piece of program. 

3. A method as claimed in any one of claims 1 or 2 wherein the state of the 
15 software object may correspond to the cunrent values held in the stack, heap, 

global variables, registers, program counter and the like. 

4. A method as claimed in any preceding claim wherein the watermark is stored in 
an object's execution state whereby an input sequence / is constructed which, 

20 when fed to an application of which the object is a part, will make the object 0 

enter a state which represents the watemnark. the representation being 
validated or checked by examining the stack, heap, global variables, registers, 
program counter and the like, of the object O. 

25 5. A method as claimed in any one of claims 1 or 2 wherein the watemnark is 
embedded in the execution trace of the object O whereby, as a special input / 
is fed to 0, the address/operator trace is monitored and, based on a property 
of the trace, a watermark is extracted. 

30 6. A method as claimed in any one of claims 1 to 4 wherein the watennark is 
embedded in the topology of a dynamically built graph structure. 

7. A method as claimed in claim 6 wherein the graph structure (or watermark 
graph) conresponds to a representation of the data staicture of the program 
35 and may be viewed as a set of nodes together with a set of vertices. 
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8. A method as claimed In any preceding claim further comprising building a 
recognizer R concurrently with the input / and watenmark W. 

9. A method as claimed in claim 8 wherein R is a function adapted to identify and 
extract the watemnark graph from all other dynamically allocated data 
structures. 

10. A method as claimed in either claim 8 or 9 wherein the watermark W 
incorporates a marker that will allow R to recognize it easily. 

11. A method as claimed in any one of claims 8 to 10 wherein R is retained 
separately from the program and whereby R inspects the state of the program, 

12. A method as claimed in any one of claims 8 to 11 wherein R is dynamically 
linked with the program when it is checked for the existence of a watermark. 

13. A method as claimed in any preceding claim wherein the application of which 
the object forms a part is obfuscated or incorporates tamper-proofing code. 

14. A method as claimed in any one of claims 8 to 12 wherein R checks IV for a 
signature property s(W). 

15. A method as claimed in claim 14 including the creation of a number n which 
may be embedded In the topology of whereby the signature property may 
be evaluated by testing one or more numeric properties of n. 

16. A method as claimed in claim 15 wherein the signature property is evaluated 
by testing whether n is the product of two primes, 

17. A method of verifying the integrity or origin of a program comprising: 
embedding a watermari< W in the state of a program as the program is being 
run with a particular input sequence /; 

building a recognizer R concurrently with the input / and watermark l/l^ wherein 
the recognizer is adapted to extract the watermartc graph from other dynamic 
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Structures on the heap or stack wherein R is kept separately from the program; 
wherein R is adapted to check for a number n, n, in a prefenred embodiment, 
being the product of two primes and wherein n is embedded in the topology of 
W. 

18. A method as claimed in claim 17 where other properties of s(W) are used to 
compute the signature. 

1 9. A method as claimed in either claim 17 or 18 wherein the number n is derived 
from any combination of numbers depending on the context and application. 

20. A method as claimed In any one of claims 17 to 19 wherein the program or 
code is further adapted to be resistant to tampering, preferably by means of 
obfuscation or by adding tamper-proofing code. 

21. A method as claimed in any one of claims 17 to 20 wherein the recognizer R 
checks for the effect of the watemiarking code on the execution state of the 
application thereby preserving the ability to recognize the watermark in cases 
where semantics-preserving transformations have been applied to the 
application. 

22. A method of watennarking software including the steps of: 
embedding a watermark in a static string; and 

applying an obfuscation technique whereby this static string is converted into 
executable code. 

23. A method of fingerprinting software wherein a plurality of watenmariced 
programs obtained as claimed in any preceding claim are produced. 

24. A method of fingerprinting software as claimed in claim 23 wherein the 
watenmartced programs each of which has a number p with a common prime 
factor p. 
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25. A method of watermarking software wherein the watermark W is chosen from • 
a class of graphs G wherein each member of G has one or more properties, 
such as planarity, said property being capable of being tested by integrity- 
testing software. 

5 

26. A method of watermarking software as claimed in claim 25 wherein the 
watermark may rendered tamperproof to certain transfomnatlons by 
subjecting the watennark graph to one or more local transformations. 

10 27. A method of watermarking software as claimed in claim 26 wherein each 
node of the watermark graph is expanded into a cycle. 

28. A method substantially as herein described with reference to the drawings. 

15 29. Software written to perfomn the method as claimed in any preceding claim. 

30. A computer programmed to perfonn the method as claimed in any one of 
claims 1 to 27. 
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Stxis^ G Cist fi) { 

rfdle (1) { 

UL: if Car— 1) {Sl!i++]«*A*'j3E?=0;gato L6}; 

L2: If Ctt—a) {S[i++]«"B";le^2?goto L6}; 

LS: if Crip-3) {SCi++]«*C-;goto IB}; 

lAz if Ca— 4) {S[i++3«"X«;goto 19}; 

LS: if Ca— 5) {SCi++3»-C";gcto Lil}j 

if Cn>12) goto LI; 

L6: • if Ck++<»2) {SCi++]*"l»sgoto LB) else goto IS; 

XJSz xvtncBL S« . 

L9: SCi+f]*"(r; goto UO; 

LIO: sa++3-"B«; goto L8; 

Lli: SCi++3»''C''j goto L12; 

L12: goto LIO; 

} 



FIGURE 3 

Figure 3: A fencticii prodtxcing tlio the atringa "AU", "BAAAl", •XCB", and »CCB". 
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(1) bool A,B,Ci 
(2} B > False; 
C3) C - False; 

(4) C » A ft B; 

(5) C « A ft B; 

(6) if Ci) — ; 
C7) Si (B) ...; 



(10 Short al,a2,bl,b2,cl,c2j 
(30 cl=l; c2«l; 

(40 x«AHDC2*al+a2,2*bl+h2]j cl«x/2; c2-xX2; 
(SO cl-(al - a2) if (bl - b2); cSN); 
(60 r«2*al+a2; if ((x—l) H CaP-2)} 
(70 if (bl • b2) 
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(20 Z 6; 
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(40 2 (c-l)*a k 4294967296) ; 
(50 Z 4« (d-l}«a ft 18446744069414684320); 

riGTOS 6 



(1) lat X=»45; 
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ist StnCist AD) { 
iat i| stoBF-O; 

far <i-0;i<a;i++) 

) 



ist SuttCist AD) { 
ist sqbpK), i"0, pcO; 

loop: idiile (tzne) 

8nitch(''icgabe8d«.dia2it(pe)} { 



case 'a': 
case 

case 'C: 
»d': 



*eij 
case 

case 'g': 

} 



son 4« sCsp — ] ; pc++j teeek; 

i++5 pc«-; break; 

«C++sp3 « i; pc++; break; 

if CsCsp— 3 > sCsp— ]) pc — 6; 

else break loop; break; 

s[-H^] » A.length; poH*; break; 

pc 4<3 5; break; 

flCspl - ACsCspll; pc*+; break; 
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class T { 
" ±ast a; 

T car; 

T cdr; 

} 



class T { 
ist a; 
Tear; 
T bogrxsl; 
.1 cdr; 

) 



dasa T { class T { 

±at a; JT t Fl; 
O T car; ist fl; 

- T cdr; t fZ; 
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class T { 
±ast a; 
n bogus; 

} 

jr dasaTl { 
=^ . T car; 

T edr; 

} 
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class C {public ±tdi a,- pohllc C car, cdlr;} 

public static void naiaCStziagO args) { 
Fi«Xda F « C.dass.gstFieldiisOs 
if CF.les^ l« 3} 
diaO; 

j«Ta.laag.XBta8er«TtSE} 
diaO; 

If CFCl]-S9tTyp«0 I- Cdasa) 
di«0; 

ii CFCQ.gstXTpeO l« C.eXass) 
diftO; 

} 



dass C {poblic iaxt a; pnMi c C csTj cdr;} 

poblie static void mai-n CStzingP args) 
t luuvia loSodiFieldEzcsptlca, 

Field f; 

Stziag 7; 

C a « aav CQ ; * 

CIa:8S c " a.gatdassO; 

If CP'] { 

f » c.g«t?ialdOr^"^)| 

<9 f.stttCa, aOl}; 

} 

Fiflld F « c.getFlsIdaO; 
iat 

(3 FCBf^^l .set (a, auear) ; 

} 



FIGURE 13 

figure 13: Bzaxaples of tampetpioofisg Jam code asmg t&e inflection jnterfiwy . 



SUBSTITUE SHEET (Rule 26) 



wo 99/64973 



PCT/NZ99/00081 



10/11 




SUBSHTUE sheet (Rule 26) 




SUBSTITUE SHEET (Rule 26) 



INTERNATIONAL SEARCH REPORT 


Internatioiiai application No. 




PCT/NZ 99/00081 



A. CLASSmCATION OF SUBJECT MATTER 



IntCl^' G06F 17/60 

According to International Patent Classification (IPQ or to both national classification and IPC 
B. FIELDS SEARCHED 

Mmimum documentation searched (classification system followed by classification symbols) 
G06F 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields ggimfaffd 
Internet 



Electronic data base consulted during the international search (name of data base and, where practicable, search tenns used) 
WPAT 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Categoty* 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claira No. 



P,A 
P,A 



"A Taxonomy of Obfiiscating Transformations" Christian CoUberg, Clark 
Thomborson, Douglas Low, Technical Rqrart #148 Department of Computer 
Science, The University of Auckland, July 1997 
(http://www.cs.anzona.edu/'^Uberg/Reseaich/PubUcations/C)olIbergT^^ 
ow97a/index.html )/ 

WO, A, 990I81S (Intertrust incorporated) 14 January 1999 
WO, A, 9917537 (Hewlett-Packard Company) 8 April 1999 



□ 



Further documents are listed in the 
continuation of Box C 



See patent femily annex 



* special categories of cited documents: 

"A" document defining the general state of the art which is 
not considered to be of particular relevance 

"E" earlier application or patent but published on or after 
the international filing date 

"L" document which may throw doubts on priority claim(s) 
or wMch is cited to estabUsh the publication date of 
another citation or other special reason (as specified) 

"0" document referring to an oral disclosure, use, 
exhibition or other means 

"P" document published prior to the international filing 



T* later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theoiy underlying the invention 

"X" document of particular relevance; the claimed invention cannot 
be considered novel or cannot be considered to involve an 
inventive step when the document is taken alone 

"Y* document of particular relevance; the claimed invention cannot 
be considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 
document member of the same patent family 



Date of the actual completion of the international search 
31 August 1999 


Date of mailing of the international search report 

07 SEP 1999 


Name and mailing address of the ISA/AU 
AUSTRALIAN PATENT OFHCE 
PO BOX 200 
WODEN ACT 2606 
AUSTRALIA 

Facsimile No.: (02) 6285 3929 


Authorized officer 
Stephen Lee 

Telephone No.: (02) 6283 2205 



Form PCT/ISA/210 (second sheet) (July 1998) 



INTERNAnONAL SEARCH REPORT 



International application No. 
PCT/NZ 99/00081 



Box 1 Observations where certain claims were found wisearchable (Continnation of item 1 of first sheet) 



This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following 
reasons: 

1. OaimsNos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



[ I GaimsNo&: 

because they relate to parts of the international appUcation that do not comply with the prescribed requiiements 
to such an extent that no meaningful international search can be carried out, specifically: 



I I Claims Nos,: 

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 
6.4(a) 



Box n Observations where unity of Invention is lacking (Continuation of item 2 of first sheet) 



This International Searching Authority found multiple inventions in this international application, as follows: 

Claims 1 and dependcat dainu being for amethod ofwatemuxidng a software object whereby a watennark is stored in the state of a 
software object 

Claims 17 and dependeot claims being for a method ofverifying the integrity or origin of a prc^^ 

Claim 22 being for a method of watermarking software including the steps of ffw>w<Hiiig and applying an obfuscation technique. 

Claims 2S and dependent claims being for a method of wateraiaiidng software wherein the watennaik is chosen from a class of graphs and 

the properties are capable of being tested by integrity testing software. 

1 . I I As all required additional search fees were timely paid by the applicant, this international search report covers 
all searchable claims 

fxl ^ ^ searchable claims could be searched without effort justifying an additional fee, this Authority did not 
invite payment of any additional fee. 

3. I I As only some of the required additional search fees were timely paid by the applicant, this international search 
report covers only those claims for which fees were paid, specifically claims Nos. : 



I I No required additional search fees were timely paid by the applicant Consequently, this international search 
— report is restricted to the invention first mentioned in the claims; it is covered by claims Kos. : 



Remark on Protest The additional search fees were accompanied by the applicant's protest. 

I j No protest accompanied the payment of additional search fees. 



Fonn PCT/ISA/210 (caatinuation of first sheet(l)) (July 1998) 



INTERNATIONAL SEARCH REPORT 

Infonnatioii on patent family members 



International application No. 
PCT/NZ 99/00081 



This Annex lists the known "A** publication level patent family members relating to the patent documents cited 
in the above-mentioned international search report. The Austiidian Patent OflSce is in no way liable for these 
particulars which are merely given for the purpose of information. 



Patent Document Cited in Search 
Report 



Patent Family Member 



WO 9901815 AU 79579/98 

WO 9917537 AU 95845/98 



END OF ANNEX 



Fonn PCT/ISA/210 (citation family annex) (July 1998) 



